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Dear Mr. Bagley:

We have completed an audit of the Riverside County Regional Medical Center (RCRMC)
Pharmacy. Our audit objective is to provide management and the Board of Supervisors with an
independent assessment of the adequacy and effectiveness of internal controls over
procurement and inventory of pharmacy materials and supplies. We conducted the audit during
the period June 1, 2008, through April 30, 2009, for operations of March 1, 2006, through
December 31, 2008.

The subject of this audit is the pharmacy at the Moreno Valley hospital campus which accounts
for 90 percent of RCRMC pharmacy transactions. This audit did not include the pharmacies at
the Riverside Neighborhood Health Center and Arlington campus and therefore, we do not
express an opinion regarding their internal controls. (An audit of the Arlington campus
psychiatric facility, which included the pharmacy at the location, has been completed and will be
reported separately.)

We conducted our audit in accordance with the International Standards for the Professional
Practice of Internal Auditing. These standards require that we plan and perform the audit to
obtain reasonable assurance that our objective as described in the preceding paragraph is
achieved. An audit includes examining, on a test basis, evidence about the adequacy and
effectiveness of internal controls, compliance with applicable laws and regulations, and
performing such other procedures as we considered necessary in the circumstances. We
believe the audit provides a reasonable basis for our opinion.

. Internal controls are processes designed to provide management reasonable assurance of
achieving operational efficiency of operations, compliance with laws and regulations, and
reliability of financial information. Management is responsible for establishing and maintaining



adequate internal controls; our responsibility is to express an opinion on the internal controls
based upon our audit.

In our opinion, RCRMC'’s internal controls over procurement and inventory of pharmacy
materials and supplies are not adequate. The processes used by the pharmacy for purchasing
and inventory control are mainly provided through a system owned by and under the control of a
supplier. Considering that 95 percent of the pharmacy’s purchases are from this supplier, the
integrity and effectiveness of the existing internal control process is uncertain. The weakness in
internal controls is exacerbated without the pharmacy’s implementation of the available county
PeopleSoft purchasing and inventory systems.

It is necessary that a plan for automating the hospital’s supply-chain process be implemented as
it is fundamental to improving management controls over costs, revenue, quality of service, and
regulatory compliance. An automated supply-chain process is consistent with the year 2015
health system initiatives as articulated by the Joint Commission of Pharmacy Practitioners.
These initiatives, among other things, place responsibility on the pharmacists for the design and
oversight of safe, accurate and timely medication distribution systems, and accountability over
patients’ therapeutic outcomes starting in 2015. Accordingly, a system capable of tracking
medications from procurement, storage, dispensing, and through patient outcomes is essential
to become compliant with the impending changes in the practice of pharmacy.

We thank the RCRMC management and staff for their full cooperation and assistance.

Robert E. Byrd, CGFM
County Auditor-Controller

L30Tk

By: George C. Tabora, CPA
Audit Manager

cc: Board of Supervisors
Grand Jury
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Audit Objective

Overview

Audit Methodology

Executive Summary

Our audit objective is to provide management and the Board of
Supervisors with an independent assessment of the adequacy and
effectiveness of Riverside County Regional Medical Center (RCRMC)
internal controls over procurement and inventory of pharmacy materials
and supplies.

RCRMC, located in the city of Moreno Valley, is a 520,000 square foot
state-of-the-art adult and pediatric patient care facility, capable of
handling trauma and specialty cases. The hospital is licensed for a total
of 439 beds. There are 362 licensed beds at the Moreno Valley
campus, and 77 licensed beds at the Arlington campus psychiatric
facility in the city of Riverside.

Pharmacy services are available at the Moreno Valley hospital campus
and at the Riverside Neighborhood Health Center on Indiana Avenue,
Riverside. Pharmacy services also are available to patients of the
psychiatric facility at the Arlington campus. The subject of this audit is

-the pharmacy at the Moreno Valley hospital campus which accounts for

90 percent of RCRMC pharmacy transactions.

The pharmacy hours at the Moreno Valley hospital campus are 9 a.m.
to 8:30 p.m. Monday through Friday, and 9 am. to 5:30 p.m. on
weekends and holidays. The pharmacy can fill prescription orders for
patients with an RCRMC medical record number and eligible insurance
(MISP, Medi-Cal, Exclusive Care, Medi-Cal IEHP) or private pay.

Pharmacy inventory activities for two fiscal periods were as follows:

FYO07 FYO08
Total Purchases $ 13,314,779 $ 14,618,960
Beginning of year inventory 1,080,063 1,355,930
Less: End of year inventory 1,355,930 1,553,356
Average inventory $ 1,217,997 $ 1,454,673
Inventory turnover 11 10

In assessing the adequacy and effectiveness of internal controls over
procurement and inventory of pharmacy materials and supplies, we
determined whether:

e Purchasing and inventory practices were in accordance with
applicable laws, regulations, and established county and RCRMC
policies.

e Inventories were properly recorded and safeguarded.

e Prices and payments for purchases were accurate.
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Conclusion

In order to achieve our audit objectives, we:

o Obtained an understanding of the applicable laws, regulations,
ordinances, board resolutions, and county and department policies.

e Interviewed RCRMC personnel on purchasing and inventory

practices.

Completed a risk assessment.

Analyzed inventory turnover.

Reviewed segregation of duties.

Surveyed the physical security controls at the pharmacy.

Reviewed the procedures for expired drugs.

Reviewed the procedures for controlled substances disposal.

Reviewed the procedures for dispensing controlled substances.

Verified the validity of pharmacy business and professional staff

licenses.

e Tested transactions.

In our opinion, RCRMC'’s internal controls over procurement and

“inventory of pharmacy materials and supplies are not adequate. The

processes used by the pharmacy for purchasing and inventory control
are mainly provided through a system owned by and under the control
of a supplier. Considering that 95 percent of the pharmacy’s purchases
are from this supplier, the integrity and effectiveness of the existing
internal control process is uncertain. The weakness in internal controls
is exacerbated without the pharmacy’s implementation of the available
county PeopleSoft purchasing and inventory systems.

It is necessary that a plan for automating the hospital’s supply-chain
process be implemented as it is fundamental to improving management
controls over costs, revenue, quality of service, and regulatory
compliance. An automated supply-chain process is consistent with the
year 2015 health system initiatives as articulated by the Joint
Commission of Pharmacy Practitioners. These initiatives, among other
things, place responsibility on the pharmacists for the design and
oversight of safe, accurate and timely medication distribution systems,
and accountability over patients’ therapeutic outcomes starting in 2015.
Accordingly, a. system capable of tracking medications from
procurement, storage, dispensing, and through patient outcomes is
essential to become compliant with the impending changes in the
practice of pharmacy.
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Results

Purchasing & Inventory Process

The pharmacy procures about 95 percent of all prescription
pharmaceutical products from AmerisourceBergen Corporation (ABC), a
requirement based upon a Prime Vendor Agreement between ABC and
the County of Riverside. The current agreement, which started on
August 1, 2006, is renewable annually for up to four years. The
agreement is currently on its third renewal year. Pursuant to the
agreement, RCRMC has to meet minimum periodic purchase levels,
which is currently at $11,025,000 per year. (Purchases by all hospital
departments from ABC totaled $14.5 million in fiscal year 2008.) In
exchange, ABC provides the lower of (1) the price of the product on a
supplier's price list, or (2) any applicable Group Purchasing
Organization (GPO) contract price for the product authorized by a
supplier and maintained in an ABC bid file, exclusive of tier level
discounts determined based on purchase volume. The tier level
discount currently provided to RCRMC is 2.75 percent.

The county has designated MedAssets, a national GPO, to provide
RCRMC a portfolio of pharmaceutical and pharmacy products from

‘various manufacturers and wholesalers. MedAssets, backed by the

purchasing power of its members, negotiates and enters into contracts
with suppliers for discounted prices. MedAssets provides RCRMC
access to these prices. For administering the GPO program, MedAssets
receives an administrative fee from participating suppliers based upon
purchases by RCRMC. MedAssets shares with RCRMC a percentage
of the administrative fees it collects every quarter (25 percent of the first
$150,000, 40 percent of the excess over $150,000). Inpatient
pharmaceutical products are mainly purchased through ABC utilizing
MedAssets’ GPO contracted prices. Outpatient pharmaceutical products
are also mainly purchased through ABC utilizing, when available,
federal 340B federal drug program prices. The balance of pharmacy
purchases (approximately five percent of total) are from other vendors
utilizing other GPO and private vendor agreements.

The terms of the agreement with ABC require pre-payment of monthly
purchases based on average net purchases over the previous three
months. The payment is due prior to the start of the month to which the
prepayment applies. ABC provides a monthly activity report, listing the
monthly purchases and required payment, which is reviewed and
approved by the pharmacy director prior to payment.

ABC delivers products to RCRMC six days a week (Monday—
Saturday), twice a day Monday, through Friday, and once a day on
Saturday. Orders placed in the morning are usually received in the
afternoon, while orders placed in the afternoon are usually received the
following morning. ABC provided the software and two computers for
ordering and reporting. One of the computers is used for inpatient
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Finding 1

Recommendation 1.1

" Management Reply

orders and the other for outpatient orders. Federal regulations require
the segregation between inpatient and outpatient stocks. The
computers, which are linked to the ABC computer system, provide the
ordering data such as a list of supplier/manufacturers and prices from
various supplier contracts or price lists for the item being purchased.
The pharmacy buyer selects the item to order from the list.

Individual purchase orders are not issued from the county’s PeopleSoft
system. Rather, a lump sum purchase order is issued monthly for
purposes of recording the liability and subsequently generating payment
to ABC.

The PeopleSoft inventory system is not used by the pharmacy. The
current inventory control is mainly on controlled substances using two
ancillary systems, NarcTrak and ClI-Safe, primarily designed for
meeting Drug Enforcement Administration (DEA) reporting
requirements. In order to maintain proper stock balances, Pharmacy
Policy 210 (Drug Procurement and Storage) requires all members of the
pharmacy staff be responsible for bringing to the attention of the
pharmacy director, the pharmacy storekeeper or pharmacy inventory

_personnel any item that is in need of stock replacement. As a routine,

items requiring reorder are determined: (1) by the pharmacy stock clerk
when reviewing assigned inventory areas, (2) by the pharmacist when
filling orders, or (3) by the pharmacy technician when replacing items on
the shelves. The policy sets a target for an inventory turnover rate of 10-
12 annually (30 to 36 days supply) depending on the cost of the item.

The majority of processes used by the pharmacy for purchasing and
inventory control are provided through a system owned by and under
the control of a supplier. Considering that 95 percent of the pharmacy’s
purchases are from this supplier, the integrity and effectiveness of the
existing internal control process is uncertain. Prices paid for products
from the supplier are not sufficiently validated; thus, increasing the risk
for overpayment. This risk is exacerbated by the absence of a perpetual
inventory system which could be used to maintain product prices and
efficiently track stock balances. Furthermore, without the use of the
PeopleSoft purchase order system, the pharmacy is unable to utilize a
systematic validation of purchases, receipts, and invoices prior to
generating payment to the supplier.

Implement a process for validating supplier prices to ensure that
inpatient and outpatient products are purchased utilizing appropriate
contracts or programs that are of most benefit to the hospital.

Concur. We concur with this recommendation. For Part 1, a
comprehensive management model was presented by the pharmacy’s
Group Purchasing Organization (GPO) to the Director of Pharmacy and
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Recommendation 1.2

Management Reply

Recommendation 1.3

Management Reply

was implemented in the 4" Quarter of 2009 (12/2009). This program
provides for the management, comparison, and authentication of all
contracts and agreements for medications utilized by RCRMC and
purchased through the GPO. Variances for medications purchased
through the GPO will be analyzed twice monthly by the Director of
Pharmacy and reported to the purchaser. This report is known as the
SIRX report. An example SIRX report is attached as Addendum 1.

For Part 2, a National Drug Code (NDC), real-time, inventory-managed
database system is being explored as part of a comprehensive
dockside to bedside program (see attached Addendum 2). This is a
complete medication tracking system. The process will, in real-time,
track medication use from the point of medication procurement to the
point of administration to the patient. It further tracks and accounts for
the management of the costs of goods and medications that are
ordered and utilized, providing a real-time inventory database. This
tracking system is part of the overall dockside-to-bedside program
whose cost is reflected below.

Re-evaluate the current prime vendor agreement in relation to risks

_attributed to sourcing pharmaceutical product requirements and system

services from a single supplier. Develop a plan for addressing all risks
including potential interruptions in supply and system services caused
by incidents at the supplier's end.

Concur. We concur with this recommendation. The pharmacy
maintains direct accounts with five (5) vendors that would serve to fill
the critical or emergency needs of the hospital in the case that the
primary supplier is unable to provide services (see attached Addendum
3). The County also maintains a stock of emergency pharmaceuticals
located at RCRMC (the County’s primary depot site) in the case of a
disaster. Our supply vendor accounts will be re-evaluated by May,
2010.

Develop and implement a plan for automating the hospital's supply-
chain system consistent with the year 2015 health system initiatives as
articulated by the Joint Commission of Pharmacy Practitioners.

Concur. We concur with this recommendation, subject to cost feasibility
as noted below. The RCRMC Pharmacy is currently exploring options
that will allow for the implementation of national quality initiatives
described by the Joint Commission and endorsed by the American
Society of Health-System Pharmacists that include the dock-side to
bedside system/program (as described in 1.1.b). The costs associated
with implementation of these initiatives are inclusive in the overall cost
of the dockside-to-bedside program which is described below.
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Results

Controlled Substances and Expired Medications

Controlled substances ordering, usage, and inventory processes are
regulated by the state and federal governments. The controlled
substances for outpatient use are tracked using NarcTrak, a DOS-
based inventory system. The controlled substances for inpatient use are
tracked using CllI-Safe/Pyxis, a drug dispensing system/equipment with
features such as access security controls, proactive diversion reporting,
and replenishment process.

Procurements of controlled substances are approved by DEA using
DEA Form-222 (U.S. Official Order Forms — Schedules | & Il). The
approval for controlled substances for inpatient use is obtained
electronically using the DEA Controlled Substance Ordering System
(CSOS) while approvals for outpatient orders are manually processed.
Only pharmacists with a Power-of-Attorney filed with DEA are allowed
to place orders for controlled substances and only licensed pharmacists
may receive the controlled substances from the supplier.

Upon receipt, controlled substances are stored inside the controlled

_substances room. Inpatient items are recorded in the ClI-Safe/Pyxis

system, while the outpatient items are recorded in the NarcTrak system.

A physical inventory count of inpatient controlled substances is taken
and reconciled to the Cll-Safe/Pyxis system twice a day. Discrepancies
are investigated and resolved. Every month-end, the inventory and
reconciliation are verified and signed off by two pharmacists. Outpatient
controlled substances transactions are reconciled against source
documents daily and inventory balances to the physical count weekly.

Pharmacy Policy 110.1 (Destruction and Disposal of Unwanted
Controlled Substances) requires all outdated, damaged or unusable
controlled substances be transferred to a designated bin in the
controlled substances room for pick-up and disposal by an authorized
vendor. All disposals are recorded in the respective Cll-Safe/Pyxis and
NarcTrak systems and documented by completing DEA Form-41
(Registrants Inventory of Drugs Surrendered).

The pharmacy maintains 42 Pyxis drug dispensing equipment units
positioned around the hospital. A Pyxis unit contains regularly used
controlled substances which, upon order of a physician, authorized staff
members are able to withdraw for patient use. The stock is replenished
regularly by the pharmacy. When a staff withdraws an item from Pyxis,
the staff counts the stock balance and enters the quantity counted using
the Pyxis key pad. The system compares the count with the Pyxis-
maintained balance and reports any exception. The pharmacy staff
monitoring the Pyxis system investigates and resolves all reported
exceptions.
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Finding 2

Recommendation 2.1

Management Reply

Pharmacy Policy 110 (Returned, Discontinued/Unused, Expired Drugs)
requires the pharmacy staff to inspect inventories for the purpose of
removing all medications from the stock one month prior to their
expiration date. The inventories are divided into 29 different areas; each
area is assigned an individual responsible for completing the monthly
inspections. The medications removed from the stock are either
returned to the supplier for credit or disposed for destruction.

RCRMC Human Resources monitors employees’ licenses, registrations
and certificates to ensure they are current. Licenses issued by the State
of California Board of Pharmacy are verified online to ensure licenses
are “clear” to perform all duties as licensed.

During a six-month period ending November 25, 2008, 23 of the 104
controlled substances surrendered to EXP Pharmaceutical Services
Corp." for disposal were not documented on DEA Form-41 (Registrants
Inventory of Drugs Surrendered). In addition, 29 of the 104 controlled
substances documented with a DEA Form 41 did not reconcile with the
transactions recorded in the log book and controlled substances

_inventory records. DEA Form-41 is required by federal regulations for

the surrender of controlled substances. Failure to document the
surrender of controlled substances may result in prosecution for
violation of the Controlled Substances Act; the failure to perform the
procedures may also cause missing controlled substances to remain
undetected. The lack of documentation was not detected because
supervisory review was not consistently performed.

Licensed vendor awarded to dispose regulated drugs.

Document the surrender of all controlled substances on DEA Form-41
(Registrants Inventory of Drugs Surrendered)

Disagree. We disagree with this recommendation. The pharmacy
utilizes a process that provides for the necessary documentation of
orders, consumption and returns of applicable pharmaceuticals by using
the required DEA Form-222 (see copy of form as attached Addendum
4) which documents the return of controlled substances. Wasted
medications and controlled substances pending to be surrendered are
maintained in a locked area inside the controlled substances room until
EXP personnel take custody. EXP is a company licensed by the Drug
Enforcement Agency and contracted by RCRMC to dispose of
surrendered controlled substances. A pharmacy supervisor contacts
EXP when disposal is required. EXP personnel reconcile actual
amounts of controlled substances to be surrendered with amounts listed
in the pharmacy’s log book. EXP then supplies the Department of
Pharmacy Services with a DEA Form-222 to authorize shipment of
controlled substances to EXP. An invoice is returned to RCRMC from
EXP to verify the receipt of shipped controlled substances. This process
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Auditor’'s Comment

Recommendation 2.2

Management Reply

Finding 3

satisfies the DEA’s requirements for surrendering controlled substances
and bypasses any requirement to document the surrender of controlled
substances on DEA Form-41.

DEA regulations do not require the pharmacy to submit DEA Form-41
for controlled substances surrendered to reverse distributors such as
EXP. Instead, DEA regulations require the reverse distributors to submit
DEA Form-41 to DEA and to issue DEA Form-222 to the pharmacy to
acknowledge receipt of the surrendered drugs.

Pharmacy Policy 110.1 (Destruction and Disposal of Unwanted
Controlled Substances) requires the pharmacy to complete DEA Form-
41 for controlled substances surrendered to EXP. According to Policy
110.1, this is an internal document which will be used as a reference to
DEA Form-222 and will not be submitted to EXP or DEA. We
considered this procedure as an integral part of RCRMC’s internal
control process of verifying the DEA Form-222. '

(After further discussion with the pharmacy administration on May 12,
2010, the pharmacy agrees with, and will implement, Recommendation

21)

Perform quarterly or, if desired, monthly reconciliations of surrendered
controlled substances as recorded in the NarcTrak and ClI-Safe
systems and on DEA Form-41 (Registrants Inventory of Drugs
Surrendered).

Concur. We concur with this recommendation. This function is currently
performed daily. Expired, inpatient medications are wasted from the
Pyxis C-Il Safe (electronically removed from active inventory totals, and
placed into an appropriate storage area) while outpatient supplies are
wasted using NarcTrack. Each such transaction must be performed by
two (2) pharmacists. A waste log is maintained in the controlled
substances room and updated in real-time for each transaction.
Wasted medications are maintained in a locked area inside the
controlled substances room until EXP personnel take custody. EXP is a
company licensed by the Drug Enforcement Agency and contracted by
RCRMC to dispose of controlled substances. A pharmacy supervisor
contacts EXP when disposal is required. EXP personnel reconcile
actual quantities of controlled substances to be surrendered with
guantities listed in the pharmacy’s waste-log book. EXP then supplies
the Department of Pharmacy Services with a DEA Form-222 to
authorize shipment of controlled substances to EXP. An invoice is
returned to RCRMC from EXP to verify the receipt of shipped controlled
substances. :

Thirty-three of 310 scheduled monthly inventory inspections for expired
medications, for the period January through November 2008, were not



